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6.1 INTRODUCTION TO NTFS PERMISSIONS

New Technology File System or NTFS is file system that provide performance, security,
reliability and advanced features that are not be found in FAT files type. Additionally, NTFS
also provides an advanced feature which is known as NTFS permission where it is only
available on NTFS system.

This permission is very important to the client operating system as it is used to identify which
users and groups can gain access to the files and folders. The example of NTFS permission is
the file and folder permission.

In discussing this topic, you should clear first with the definition of
permission.

Permission is a rule associates with an object (eg. file, folder, folder shared
and printer) to control which users can gain access to the object. Typically, the
permissions are granted or denied by the object’s owner.

NOTE

6.1.1 File Permission and Folder Permission

Standard permissions are permissions that control a broad range of permission. The most
popular standard permission is the Full Control. This is what everyone wants, but in reality
very few should get. Full control allow the user (that is granted this permission) to do
anything to the object.

Standard permission applies to the file and folders. However, both of them have different
permission in assigning which user can access the file or folder. Folders have same standard
permission as files but Folder has extra standard permission which is “List Folder Contents”.

The table below explain the standard NTFS for the file and folder permissions.

NTFS Permissions For a File - User can For a Folder — User can
¢ Read thefile o See files and subfolders in the folder
Read o View file permissions, o View folder permissions and
attributes and ownership attributes (such as Read-Only, Hidden,
Archive, and System).
Write e Overwrite the file e Create new files and subfolders within
e change file attributes the folder
e Views file ownership and e change folder attributes
permissions. e view folder ownership and
permissions
Read & Execute ¢ Run applications ¢ Move through folders to reach other
e Perform the Read permission files and folders
e perform Read permission
e Perform List Folder Contents
permission.
Modify ¢ Modify and delete the file ¢ Delete the folder
e Perform the Write permissions o perform the Write permission
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. ____________________________________________________________________________________________________________]

e Perform the Read & Execute e Perform the Read & Execute
permission permission
Full Control e Change permissions and take e Change permissions, take ownership,
ownership and delete subfolders and files
o Perform all NTFS file e Perform all folder permissions (Read,
permissions (Read, Write, Read Write, List Folder Contents, Read &
& Execute and Modify). Execute and Modify).
List Folder Contents - e See the names of files and subfolders
in the folder.

Table 6-1 NTFS Permissions

6.2 ASSIGNING NTFS PERMISSIONS AND SPECIAL
PERMISSION

You should follow certain guidelines for assigning NTFS permissions. Hence, the next
section will discuss how to plan this permission. It is noted that, assigning permissions must
be done according to group and user need.

6.2.1 Planning NTFS PERMISSION

There are few guidelines that should be followed before you assigning the NTFS
permissions:

1. Group the files into application, data, and home folders to simplify administration.
Centralize home and public folders on a volume that is separate from applications and
the operating system.

The benefits of this guideline:

e Assign permissions only to folders, not to individual files.
e Backup is less complex because there is no need to back up application files and
all home and public folders are in one location.

ii.  Allow users only the level of access that they require. If a user only needs to read a
file, assign the Read permission to his or her user account for the file. This reduces the
possibility of users accidentally modifying or deleting important documents and
application files.

iii.  Create groups according to the access that the group members require for
resources. Then assign the appropriate permissions to the group. Assign permissions
to individual user accounts only when necessary.

iv.  Assign the Read & Execute permission to the Users group and the Administrators
group when you assign permissions for working with data or application folders, This
prevents application files from being accidentally deleted or damaged by users or
viruses.
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v. Assign the Read & Execute permission and the Write permission to the Users
group, and the Full Control permission to OWNER when assign permissions for
public data folders,. The user who creates a file is by default the creator and owner
of the file.

After you create a file, you may grant another user permission to take ownership of
the file. The person who takes ownership would then become the owner of the file. If
you assign the Read & Execute permission and the Write permission to the Users
group, and the Full Control permission to OWNER, users have the ability to read
and modify documents that other users create and the ability to read, modify, and
delete the files and folders that they create.

vi.  Deny permissions only when it is essential to deny specific access to a specific user
account or group.

vii.  Encourage users to assign permissions to the files and folders that they create and
educate them about how to do so.

Before you proceed on this lab, make sure that you can view the Security tab,
follow steps below:

TIP

e C(Click Start, and then click Control Panel.

e Click Appearance and Themes, and then click Folder Options. [/
e On the View tab, under Advanced settings, clear Use simple file sharing
[Recommended] check box.

Folder, Options

| General_ Wiew | File Typez | Offling Files

Folder views
You can apply the view [such as Details or Tiles] that

you are using for this folder to all folders.

Fieset &l Folders
Advanced settings:
[ Launch folder windaows in a separate process el

(51 Managing pairs of Web pages and folders
(%) Show and manage the pair az a single file
() Show bath parts and manage them individualy
() Show both parts but manage as a single file
Remember each folder's view settings
[ Restore previous folder windows at logan
[] Show Cantral Panel in My Computer
Show encrypted or compreszed MTFS fileg in color
Shoyy popaup descrigtion plder and desktop items

] Use simple file sharing [Pecommended) i
Fiestors Defaults

0k H Cancel ]

4 COSMOPOANT



NTFS Permissions and Security Setting

6.2.1.1 LAB: Assigning or Modifying Permissions

Users with the Full Control permission and the owners of files and folders can assign
permissions to user accounts and groups. Follow the steps below to assign or modify NTFS
permissions for a file or a folder.

1. Right-click the file or folders, for which you want to assign permissions (example:
folder Client OS), then click Properties.
2. Then, click at the Permission for Administrators to assign the permissions. Click OK.

Client OS5 Properties

General Sharingl Security | Cugtomize |

Group or user names:
Administrators [ O
€7 lia [COSMOPOIF3471 3Mia)
€7 SYSTEM
Add ] [ Remove ]
Permizzions for Administrators Allow Deny
Full Control ¥ 2%
todify O
Read & Execute =
List Folder Contents L]
Read [
WwWrike O =
L I P - —
For special permissions or for advanced settings,
click Advanced. =

I Ok ] [ Cancel ]

Figure 6-1 Client OS Properties dialog box

6.2.1.2 LAB: Adding Permission to the New User

Firstly, you need to add new user in order to add permission. You can see the step below:

1. Click the Add button on the Security tab of a file or folder’s Properties dialog. ( eg.
Client OS folder).

COSMOPOANT 5




CLIENT OPERATING SYSTEM

Client OS5 Properties

General| Shaing | Seciity | Custornize

Group or usel names:
€7 Adminisuators [COSMOPDI-F3471 3\Admirist stors]
s [COSMOPOI-F347134a)

€3 SYSTEM
[_ . _A_tjcl - ’ Hemove
Peimissions for SYSTEM Allave Doeny
Full Control |
Madify 0
Read & Execuls 0O
List Folder Contents ||
FRead (|
" rite 0
i sl Bl i B

F ot special permissions o for advanced settings, ik
click Advanced. ariced

| oK. | [ cancet | [ spoy |

Figure 6-2 Adding permission to the new user

2. Select Users or Groups dialog box will appear.

Select Users or Groups

Select this object type:

Users, Groups, or Buil-in secur-i-t_l,l pr.i.r;c:i-ﬁ;a-l.s il Obiject Types...
Framn this location:

Enter the object names to select [examples]:

! Check Mames
o) o)

Figure 6-3 The Select Users or Groups appear after you add new user

Figure 6-3 describes about options available in the Select Users or Groups dialog box:

Option Description

Select This Object Type Allows you to select the types of objects ( eg. groups and computer
accounts).
From This Location Indicates where you are currently looking; for example, in the

domain or on the local computer.

Locations Allows you to select where you want to look; for example, in the
domain or on the local computer.

Enter The Object Names To Allows you to type in a list of built-in users or groups to be added.
Select

Check Names Verifies the selected list of built-in users or groups to be added.
Advanced Allows you access to advanced search features, including the

ability to search for deleted accounts, accounts with passwords
that do not expire, and accounts that have not logged on for a
certain number of days.

Table 6-2 Select Users or Groups dialog box.
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3. Next, insert the object name in Enter the object names (e.g razak). Then click OK
button.

Select Users or Groups EHE

Select this object type:

|Users, Groups, or Built-in security principals | [ Object Types... ]

Framn this location:

|DELL |[ Locations... ]
Enter the object names to select [examples]:

razak Check Mames
o J (o )

Figure 6-4 Insert the object name

4. Now, the object name (eg. razak ) become a new user for the group. Then, you can
assign permissions this object name.

Client OS Properties

| General | Sharing | 5¢CW‘19| Custamize |

Group or user names:
m Administrators [COSMOPOI-F 3471 3vadministrators)
€7 lia (COSMOPDI-F34713\0ia)
Tazsk ([COSMOPDI-F3471 382
avoTEm

([ Bemove ]
Pemissions for razak Allow Dery
Fudl Cantrol [El (| i
Modify Ld| Ll
Read & Execute O
List Folder Contents (=] (]
Read O
Wiite IFi O
C mmmind Darrainainma 2]

Foi special permizsions of for advanced settings,
click Advanced.

‘i

[ ok || cancel ][ appw |

Figure 6-5 Permission for the object name (eg. razak)

6.2.1.3 LAB: Grant or Deny Special Permissions

Use following steps to grant or deny the selected user:

1. Click Advanced button.
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Client OS5 Properties

| l:‘:enetl_d“ Sharingi Security Eustr;\mize_

ﬁrcup OfF LUSEr namess:
| €7 Admiristrators (COSMOPDI-F3471 3\administrators) |
| €7 ks (DOSMOPOI-F34713\ia)
€7 1azak [COSMOPDI-F34713\azak)
| €7 SYSTEM

L_2gd. ] [ Bemove

|
| Permissions tor razak Allow Dreng

Full Control O O =
|| Mosy | O

Fiead & Execute [

List Folder Cortents (|

Read a

Wiite | O

L L = .

For special permizsions of for advanced sellings. — .
click Advanced. atidzoced. | )

oK Cancel Apply

Figure 6-6 Select the Advanced button to grant or deny special permission

2. The Advanced Security Settings for Client OS dialog box will appear which lists the
users and groups and the permissions they have on this object.

The Permissions Entries box also shows where the permissions were inherited from
and where they are applied. To change the permissions set for a user or group, select a
user and click Edit button.

Advarced Secorily Seltings bor Lot U5

Pesepraons Aaxdinyy | Urren | Ellecirve Fessons

Tz viess rigee B about Speal permesoes, alsct o perrinpon entry, ang thee chok B

Fetrinane =rame

Troe  Name Pasmirrion Iristind Faoem Azl T
i Ly Fawdl £ Trip Ioboe sublologn

Blcer  fmarmsk o LU ull Lot men [lbwecd u Foacher st
Bl G [IOSMOFDIFHT . Full Contol [ i Ipkcher, subsbakers
By EYETEM Full Condml Pasenl bl Trun bokckey subdedciers

[ || g [ o

= [kt e Gl B Deedvacyon enfnes thal sopl 0o chils cbgscty Indluddle Bhas wabh rinds esicitly

= gaired hete

:Wmmrﬂmddﬂ#ﬂ:uﬁuﬁ share hese nal sy b ol obyecls

[ ot || Coned

Figure 6-7 Select the user that you need to set permission
3. The Permission Entry for Client OS dialog box will appear. You can select or clear

the specific permissions for that user. Refer the Table 6-3 Special permissions to view
the detail in the permissions.
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Permission Entry for Chient 0%

Digect

Mame: [rarak [COSMOPOLFIT Tuasak)

Apnds grisd | Thes folden. culdolders amd files b
Prer s sy Lleras ey
Full Corirel ] |
Tiavesion Fobie ¢ Erecale Fide
Lzl Fedclei & Ao Dlala

[ T e

Faad E sberded Altabaites
Create Files /e Data
Cieate Foddery S Aopend Dats
wie Aflibeite s

ednite Estercled Slributes | o |
Drelere Subloldars ard Filas |
Dibein El O
Flaad Fatroa 1o [ 1
i ne e Plas

r.ﬂpph-h'.ep-ﬂm:sm’h: W gty andor t I__I.H;:q:_ |
= pienl mirses ke i eneEsina anly

101 CI 1] (<] R s

[ o ][ cowa |

Figure 6-8 Select the permission that you want to assign for the user

Table 6-3 explain the special permission that you can change to the user.

Permission

Description

Traverse Folder/ Traverse Folder
Execute File e Apply only to the folders
e Allows a user to move (or denies a user from moving) through folders.
Execute File
e Apply only to the files
o Allows or denies running executable files (application files). Execute
File applies only to files.
List Folder/ List Folder
Read Data ¢ Allows or denies viewing file names and subfolder names within the

folder. List Folder applies only to folders.

Read Data
o Allows or denies viewing the contents of a file.
o Read Data applies only to files.

Read Attributes

o Allows or denies the viewing of the attributes of a file or folder.

Read Extended
Attributes

o Allows or denies the viewing of extended attributes of a file or a folder.
These attributes are defined by programs.

Create Files/
Write Data

Create Files
o Allows or denies the creation of files within a folder. It applies to
folders only.

Write Data
e Allows or denies the making of changes to a file and the overwriting of
existing content.

Create Folders/
Append Data

Create Folders
o Allows or denies the creation of folders within the folder. It applies
only to folders.
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Append Data

Allows or denies making changes to the end of the file (not included
changing, deleting, or overwriting existing data).

Write Attributes

Allows or denies the changing of the attributes of a file or folder.

Write Extended
Attributes

Allows or denies the changing of the extended attributes of a file or a
folder. These attributes are defined by programs.

Delete Subfolders And
Files

Allows or denies the deletion of subfolders or files within a folder.

Delete

Allows or denies the deletion of a file or folder.

Read Permissions

Allows or denies the Read permissions that are assigned to the file or
folder.

Change Permissions

Allows or denies the Change Permission that is assigned to the file or
folder.

Take Ownership

Allows or denies taking ownership of the file or folder.

Synchronize

Allows or denies different threads in a multithreaded program to
synchronize with one another.

A multithreaded program performs multiple actions simultaneously by
using both processors in a dual-processor computer.

Table 6-3 Special permissions

6.2.1.4 LAB: Remove Existing User

NTEFS Permission also allows you to remove an existing user. Follow the steps below.

1. Highlight the user name that you want to remove. Then, click Remove button.

10

el 05 B rospeer Uies:

General | Chaieg  Secaly | Cusemize

(GRS 5 1Al A
€7 isiemimiztebors (COSSIP01F T Dlalmiminn: shers)
€] ka ICOSWOPTHF 3T Tl
L <Jinein. [COSMOPTIF 2471 3y adahl
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Fiall Cosnenl 0 C
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Figure 6-9 Removing the existing user
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6.2.2 Take Ownership of Files and Folders

Every object (file or folder) on an NTFS volume has an owner who controls how permissions
are set on the object and to whom permissions are granted. When a user creates an object,
that user automatically becomes the object’s owner.

The owner of a file, an administrator, or anyone with Full Control permission can assign
Take Ownership permission to a user account or group, allowing them to take ownership.

The following rules apply for taking ownership of a file or folder:

1.  The current owner or any user with Full Control permission can assign the Full
Control standard permission or the Take Ownership special access permission to
another user account or group, allowing the user account or any member of the group
to take ownership.

ii.  An administrator can take ownership of a folder or file. If an administrator takes
ownership, the Administrators group becomes the owner, and any member of the
Administrators group can change the permissions for the file or folder and assign the
Take Ownership permission to another user account or group.

If an employee leaves the company, an administrator can take ownership of
the employee’s files and assign the Take Ownership permission to another
employee, and then that employee can take ownership of the former
employee’s files.

REAL LIFE
EXAMPLE

6.2.2.1 LAB: Take Ownership of Files and Folders

Take ownership of a file or folder can be done by follow the steps below:

1. Inthe Security tab of the Properties dialog box for the file or folder, click Advanced.

Client 08 Praperties EE

General | Ehaeng | Secuntr | Custessize

i ndus OF L e
¥ Aschvirscinsbons [CTIRMOPOLF B 7 Tuludmarsdsbon]
E] ks [C05 00PN -F 34T sl
B ez |COPSAI0FOIF 347 Puarnk

HoveTem
Agd. || Bemave
Pemiznons (o ddmanishsioss oy Dy
Full Corisol 1 =
My |
Fead L Exvecuts £

RAead

List Foider Conemia |
r
[

ik
Brrvrmrsi -l Bl

Fir specul pemmacns o ki advarced seflrgs. A
alrypymlinait Advarced

oK || Concet |

Figure 6-10 Use Advance button to set special permission
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2. In the Advanced Security Settings button, in the Owner tab, in the Change Owner
To list, select your name.

Select the Replace owner on subcontainers and objects check box to take

ownership of all subfolders and files that are contained within the folder, and then
click Apply and OK buttons.

Adwanoed Secwrity Settings for Clien108

Wio e ks cwrsstihin 0 8 b i o baes the appnooaas Demeriion

Cunprt oot ol Mhij g
s [COEMOP0F 1T P
e e ey

Hew

m..ua.nu LEMOPOF 38 P abramlrabona |
1 R OO S MOPCIF T s

qulre e on wbconsres: s sty

| = Cwnedd || oo

Figure 6-11 Use the Owner tab of the Advance Security Settings to take ownership

6.2.3 NTFS Permissions Inheritance

By default, the permission that you assign to the parent folder are inherited to the subfolders
and files contained in the parent folder (Figure 6-12).

MTFS wolume
R

k O Fokler A
& }_'_:..'
Il 'Y U AmesstoFles L/ Flea

¢—E

Inherft permisskens !

Figure 6-12 Inherit permissions

However, you can prevent this inheritance. It means that the default inheritance can be
changed. This makes the subfolders and files to not inherit permissions that have been
assigned to the parent folder (Figure 6-13).
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NTFS wolume

R

| e
fll |ﬁ g M aocess to Flled L/ riea
i

H

Prevent Inherftance

Figure 6-13 Prevent inheritance

6.2.3.1 LAB: Prevent Permissions Inheritance

By default, the subfolders and files inherit permissions that you assign to their parent folder.
Use following steps to prevent permissions inheritance:

1. In Security tab, Click Advanced button.

CHent OF Proqe rtles

Giormigl | Shesng | Lenuny | Cugiomze

It O Lnbes i
ﬂ.ﬂ.d‘-—h.ﬁ: 1 [0 S 0PI 3471 B A ke wali b 2]
) ks [CORMOPO-FIAT Tiing
€ razak ICOSMOPO]FMT] Tuanak|
£ svaTEu

g (e
Prmrimsicra by Ackrarast sheay Inbevs Drery

Foll Coritied ] &
Meddy

Rasel b Emhsidm
List Folde Conienis
el

el

| R - . PN

oooOoono

For specis peims: of o advarced senrgs _'-;:nl_
clack Adenddd

Figure 6-14 The Advanced button of the Security tab allow you to prevent permissions inheritance

2. The Advanced Security Settings dialog box will appear. In preventing a subfolder or
file from inheriting permissions from a parent folder, clear the Inherit from parent
the permission entries that apply to child objects. Include these with entries
explicitly defined here check box.
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Figure 6-15 Clear the Inherit from parent permission entries to prevent file from inheriting permissions
from a parent folder

3. Security dialog box will appear. You are then prompted to select one of the options
(Copy, Remove or Cancel). These options described inTable 6-4.

Security E|

Selecting thiz option means that the parent permizzion entries that apply to
<2 child objects will no longer be applied tao this object.
\-.
/ -To copy the permission entries that were previously applied from the

parent to thiz object, click Copy,
-To remaove the permizsion entries that were previously applied fram the:
parent and keep only those permissions explicity defined here, click
Remaove.
-To cancel thiz action, click Cancel.

| Copy |[ Bemove ] ’ Cancel ]

Figure 6-16 Option in the permission

Option Description

Copy e Copy the permission entries that were previously applied from the
parent to the child.
e deny subsequent permissions inheritance from the parent folder.

Remove e Remove the permission entries that were previously applied from the
parent to the child.

Cancel e Cancel the permission entries.

Table 6-4 Options in Security dialog box to prevent permissions inheritance
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6.3 SUPPORTING NTFS PERMISSIONS

A problem might also arise while you assign or modify NTFS permissions to the files and
folders. In this case, the NTFS permissions that you set sometimes change as the file and
folders are moved or copied.

Thus, this section discusses the effect on NTFS file and folder permissions when files and
folders are copied. This section also discuses the effect on NTFS file and folder permissions
when files and folders are moved.

6.3.1 Effects on Copying Files and Folders

Permissions change when you copy files or folders from one folder to another or from one
volume to another. For example, if you copy folders to the FAT volumes, the folders will lose
their NTFS permissions. This is because the FAT system did not support NTFS permissions.

Copy
Permissions = Permlssmns =

Full Control Destination folder

2 Pemnissions = Parmissions =
ey FuliControl [ cop Copy Destination folder
&l Copy e
% - e
; P Parmissions =
Write parmission are lost.

Figure 6-17 Copying files and folders
When you copy a file within or between NTFS volumes, note the following:

1.  Windows XP Professional treats it as a new file. As a new file, it takes on the
permissions of the destination folder.

i.  You must have Write permission for the destination folder to copy files and folders.

1l You become the creator and owner.
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6.3.2 Effects on Moving Files and Folders

Permissions also might or might not change when you move a file or folder.

Maowve

Permissions = Parmissions =
Full Contrel 4 Full Control

Parmissions = Mowa Permissions =
Full Contral Destination folder

Mava

Pemnissions
are lost.

Write, Maxdify pemmissions

Figure 6-18 Moving files and folders

When you move a file or folder within NTFS volume:

1l.

111

1v.

The file or folder retains the original permissions.

You must have the Write permission for the destination folder to move files and
folders into it.

You must have the Modify permission for the source file or folder. The Modify
permission is required to move a file or folder because Windows 2000 deletes the file

or folder from the source folder after it is copied to the destination folder.

You become the creator and owner.

When you move a file or folder between NTFS volumes:

1l.

111

1v.

16

The file or folder inherits the permissions of the destination folder.

You must have the Write permission for the destination folder to move files
andfolders into it.

You must have the Modify permission for the source file or folder. The Modify
permission is required to move a file or folder because Windows XP Professional

deletes the file or folder from the source folder after it is copied to the destination
folder.

You become the creator and owner.
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6.4 OVERVIEW OF SECURITY POLICY

A security policy means to be secure for a system, organization or other entity. For an
organization, it addresses the constraints on behavior of its members as well as constraints
imposed on adversaries by mechanisms such as doors, locks, keys and walls. For systems, the
security policy addresses constraints on functions and flow among them, constraints on
access by external systems and adversaries including programs and access to data by people.

Security Policy in Windows XP Professional refers to two types of policies:

e Local Security Policy
This policy is applied to specific computers that are members of a workgroup.

e Group Policy
Group Policy is applied to sites, domains, and it affects all computers or users that are
members of the container to which the Group Policy is assigned.

6.4.1 Local Security Policy

Local Security Policy allow you to implement security-relevant settings on a local computer
such as group membership, permissions and rights, password requirements, desktop settings,
and much more. For computers in a workgroup environment, Local Security Policy offers a
way to apply consistent restrictions across those computers.

The security settings in Local Security Policy are:

e Account policies — this includes password policies, such as minimum password
length and account lockout settings.

e Local policies — this includes audit policy, user rights and security options.

e Public key policies — it is used to configure encrypted data recovery agents and
trusted certificate authorities.

e Software restriction policies — it is used to prevent unwanted applications

e IP security policies — it is used to configure the security of network Internet protocol

e System services — it is used to manage security setting such as network services, file
and print services and Internet services.

e Registry — this is used to manage the security on Registry subkeys and entries.

e File system - this is used to manage the security settings on the local file system.

6.4.2 Group policy

One of the most powerful aspects of Windows XP Professional is the implementation of
Group Policy. Group Policy is the administrator's primary tool for defining and controlling
how programs, network resources, and the operating system behave for users and computers
in an organization. This policy can either be configured at the local level or within the Active
Directory structure.
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In an Active Directory environment, this policy is applied to users or computers on their
membership in sites, domains, or organizational units. Regardless of the location of
implementation, this setting can change the way normal control and administration is done
within a company.

Administrators can manage the Group Policy components listed in the Table 6-5 below.

Component Description
Enforce password history The system can remember a specified number of previous
passwords. When a user attempts to change his password, the
new password is compared against the history; if the new is
unique, the change is allowed.

Administrative Templates Set registry-based policy.

Security Settings Configure security for domains, computers and users.

Software Installation Assigns or publishes programs

Scripts Specify scripts for user logon and logoff and computer startup and
shutdown.

Folder Redirection Places special folders, such as My Documents, on the network

Table 6-5 Group Policy Components

6.5 CONFIGURING ACCOUNT POLICY

Account policy is a policy that controls the password requirements and how the system
responds to invalid logon attempts. There are two types that you can configure in this policy:
Password Policy and Account Lockout Policy. Both of them are useful to improve the
security on your computer (Refer Figure 6-19 and Figure 6-19 to see the screenshots).

& Local Security Settings

File  Action “iew Help

B @
I@ Security Settings | Pualicy | Security Sekting
=-Z8 account Polici Enforce password history 0 passwords remem. ..
L & [REMaimum password age 42 days
(8 A @Minimum password age 0 days
(8 Local Policies l_ﬁ:l_ﬂMinimum password length 0 characters

-] Public key Policies
-] Software Restriction Policies
[+ ,g IP Security Policies on Local Computer

@Password must meet complexity re... Disabled
@;ﬂstore password using reversible ... Disabled

Figure 6-19 Password policy in Account Policies
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& Local Security Settings

File  Action “iew Help

& B ~<B =@

I@ Security Settings | Pualicy | Security Sekting
= (1§ Account Policies 3 Account lockaut dur ation Mot Applicable
(@ Password Policy [38]Account lockaut threshold 0 invvalid logon atte. .,

Ea®= ) Account Lockouk Palicy
#- 8 Local Policies
-] Public key Policies
-] Software Restriction Policies
[+ ,g IP Security Policies on Local Computer

@Reset account lockout counter after Mot Applicable

Figure 6-20 Account Lockout Policy in Account Policies

You can specify the account policy such as following:

Setting Description

Enforce password history The system can remember a specified number of previous
passwords. When a user attempts to change his password, the
new password is compared against the history; if the new is
unique, the change is allowed.

Maximum password age specifies the period of time after which a password must be
changed
Minimum password length Specifies the number of characters in a password. Most passwords

should not exceed 14 characters.

Passwords must meet | This policy does not allow a password change unless the new
complexity requirements password contains at least three of four character types:
uppercase (A through Z), lowercase (a through z), numeric (0
through 9) and non-alphanumeric (such as!).

Store password Using This policy enables to store reversibly encrypted password for all
Reversible Encryption For all users in the domain.

users in the domain

Account lockout duration Specifies how long logon attempts are denied after a lockout.
Account lockout threshold Specifies the number of denied logon attempts after which an

account is locked out.

For example, if this is set to 3, a lockout occurs if a user enters the
wrong password three times; any further logon attempts will be

denied.
Reset Account Lockout counter | Specifies the number of minutes after which the counter that
After applies to the lockout threshold is reset.

For example, if the counter is reset after five minutes and the
account lockout threshold is three, a user can log on twice with the
incorrect password. After five minutes, the counter is reset, so the
user can log on twice more. A third invalid logon during a five-
minute period lock out the counter.

Table 6-6 Account Policy settings
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6.5.1.1 LAB: Changing the passwords setting

Local security policy can be modified by using the Local Security Policy console. Follow the

steps below:

1. Click start, click Control Panel and then click Administrative Tool.

2. Inthe Administrative Tools, double click Local Security Policy. B’

1 Local Security Settings

File  Action “iew Help

€= B E 2

LEX

I@ Security Settings

#-[8 Account Policies

#-[8 Local Policies

-] Public Key Policies

#-[_] Software Restriction Policies

[+ ,g IP Security Policies on Local Computer

Mame ¢
(& password Puolicy
(8 Account Lockaout Policy

|

Descripkion.
Password Policy
Accounk Lockout Policy

Figure 6-21 The security setting in the Local Security Policy

3. In the Local Security Policy window, select policy which needs to edit. For example
the Password Policy. In this case, you want to change setting for password length.

1 Local Security Settings

File  Action “iew Help

«s @ XEB 8

LEX

I@ Security Settings
=& account Policies
[Z8 Password Palicy

#-Z8 Account Lockout Palicy
#- [ Local Policies
-] Public key Policies
-] Software Restriction Policies
[+ ,g IP Security Policies on Local Computer

] Palic

| Security Setting

Enforce password history
Maximum password age
Minimum password age

¢ Minimumn password length

Password must meet complexity re..,
@;ﬂstore password using reversible e...

0 passwords remem. .
42 days

0 days

0 characters

Disabled

Disabled

Figure 6-22 The Local Security Policy views available policies and current settings

4. In the right pane, double click the policy. Then configure the settings for the policy

and click OK.
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Minimum password length Properties

Local Security Setting

g% Minimurm passward length

Pazsword must be at least:

|8 = | characters

-

[ Ok H Cancel ][ Apply ]

Figure 6-23 Change the settings for the Password Policy

6.6 CONFIGURING USER RIGHT

Administrators can assign specific rights to group accounts or to the individual user accounts.
These rights authorize users to perform specific actions, such as logging on to a system
interactively or backing up files and directories.

Each user rights allow the members of the group or individual users assigned the right to
perform certain tasks. In assigning user rights, it is recommended that it should be assigned
only to groups, not to individual user accounts. This is to simplify the task of user account
administration.

There are two types of user rights: Privilege and logon rights.

Privileges Logon rights

A privilege is a user right that allows the | A logon right is a user right to a group or individual
group members to which it is assigned to | user account.

perform a specific task (eg. the right to back
up files and directories). It controls the way users logging to a system such as
the right to log on to a system locally.

Table 6-7 Privilege and Logon Rights
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The following is a list of rights available within the User Right assignment:

Privileges Logon rights

Act as part of operating system

Add workstations to domain

Adjust memory quotas for a process

Backup files and directories

Bypass traverse checking

Change the system time

Create a pagefile

Debug programs

Enable computer and user accounts

to be trusted for delegation

e Force Shutdown from a

system

Load and unload device drivers

Manage auditing and security log

Modify system environment

Perform volume maintenance tasks

profile single process to monitor

performance of nonsystem processes

e profile system performance

e remove computer from docking
station

o restore file and directories

e shut down the system

o take ownership of files or other

objects

remote

access this computer from the network
Deny access to this computer from the
network

Logon as batch job

Deny logon as a batch job

Log as a service

Deny logon as a service

logon locally

Deny logon locally

Allow logon through Terminal Services
Deny logon through Terminal Services

Table 6-8 Assigning User rights

6.7 CONFIGURING SECURITY OPTIONS

Window XP Professional offers an additional security options in order to keep the computer
secure and to define more control over the computer.

Such security options are grouped into the following categories: accounts, audit, devices,
domain controller, domain member, interactive logon, Microsoft network client, network
access, network security, recovery console, shutdown, system cryptography, and system

objects.

The security options can be accessed in the Local Security window, which it is inside the
Local Policies Folder. The screenshot of Security Options is viewed in Figure 6-24.
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Figure 6-24 Security Options

6.7.1.1 LAB: Configuring Security Settings

In this lab, you configure the security settings that automatically rename the Guest account on
your computer.

1. Log on with an account that is a member of the Administrators group.

2. Click Start, and then click Control Panel., click Administrative Tools :ﬁ]

3. Inthe Administrative Tools window, double-click Local Security Policy.

4. Inthe Local Security Settings window, expand Local Policies, and then click Security
Options.

5. In the right-hand pane, right-click Accounts: Rename Guest Account, and then click
Properties.

¥ Locol Secordly Settings

Fie Arbon Weew  Help

o B AEH®

B terray zetirgs Fokey _ | senumysmng -
& () Aezemm Poleins ] Arrounts: drdminitrober scronk s, Ensbled
= (G Local pociee Sf)accorts Guest scourk e Ensbled
= G e Policy & cctorks: Lind local 000t 1se 0., Ensbled
% LB User Righta Asgrmers £2) arronte: Rrvans sdrnsator 5
)\ Jﬁ:‘fﬁw 8 | rronts Renasguest sccoant Gues Propertes
it (R o sut the secees gkl Debled i
B PSacurity Peliemn an Lozl Compubar m-mmmdl&ttm&. e
e | cLuch 1 Thadt clown myshem mmediah, | Disabled
] OO Machine Dooess Rrstrchon., Mok defined
5] D Mactanes Laurch Restrictin,.. Mok defined
] Dmions: o undiork vekthod hav.., Enshled

Figure 6-25 Click the Properties to configure the security settings

6. In the Accounts: Rename Guest Account Properties dialog box, type Fox, and then
click OK. Close the Local Security Settings window.
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& Local Security Settings

File  Action Wiew Help
& = P @2
l@ Security Settings I Policy | Security Setking | ]
@ Account _P_Dlides F'.ccounts: Adminiskrator account 5., Enabled §|
E@ Local Policiss .C\ccounts: Guest account status Enabled =
£ - il i L
i % KT FTD:':Y ) P.ccounts: Limit local account use o... Enabled
s |Accounts: Rename administrator a...  Administrator
HE | @ ;lser Iilg CEs :.ss@nment d d
P ecurity Cptions
H : S counts: Rename guesl
[+ Public Key Policies o H
% SoFtwareyRestriction Pulicies F'.udit: Audit the access of global 5., Disabled
lg 1P Security Palicies on Lacal Computer F\udit: Audit the use of Backup an...  Disabled
.C\udit: shut down system immediat...  Disabled
DCOM: Machine Access Restriction, ., Mot defined
'_ : Machine Launch Restrickia, .. ok define
[¥]nCoM: Machine Launch Restrick Mot defined
'_ evices: Allow undock without hav. .. Enable v
RE]o Allow undock without hav... Enabled |

Figure 6-26 Account: Rename Guest Account displays the name “Fox”

7. Click Start, and then click Control Panel.

8. In the Control Panel window, click User Accounts. m
9. What is the name of the Guest account?

Uhiny Aocd Disind &

LF Uiwr gzezunta
U] Uanr acenimk rypas
\F Switching usess

Pick a task...

IT; Shangs an aconunt

I—! i la & New S0counl

.:ﬂ Change the way users ing on o off

or pick an account to change

fila
* i AR et

T
L T
7 Fow
a Guest socmmt s aff

Figure 6-27 the user account display Guest Account “Fox”

10. Close the User Accounts window and the Control Panel window.
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6.8 SUMMARY

‘

SUMMARY

1. NTFS permission is used to identify which users and groups can gain access to the
files and folders.

2. NTFS folder permissions are Read, Write, Read & Execute, Modify Full Control and
List Folder Contents.

3. NTEFS file permissions are Read, Write, Read & Execute, Modify, and Full Control.

4. Every object (file or folder) on an NTFS volume has an owner who controls how
permissions are set on the object and to whom permissions are granted. When a user
creates an object, that user automatically becomes the object’s owner.

5. The current owner or any user with Full Control permission can assign the Full
Control standard permission or the Take Ownership special access permission to
another user account or group.

6. When you move a file or folder between NTFS volumes, the file or folder inherits the
permissions of the destination folder.

7. By default, permissions that you assign to the parent folder are inherited by and
propagated to the subfolders and files contained in the parent folder. However, you
can prevent permissions inheritance.

8. When you copy or move files and folders, the permissions you set on the files or
folders might change. When you copy files or folders from one folder to another or
from one volume to another, the object takes on the permissions of the destination
folder. You must have Write permission for the destination folder to copy files and
folders.

9. Local Security Policy is applied to specific computers that are members of a
workgroup.

10. Group Policy is applied to sites, domains, and it affects all computers or users that are
members of the container to which the Group Policy is assigned.

11. Account policy is a policy that controls the password requirements and how the
system responds to invalid logon attempts.

12. Window XP Professional offers an additional security options in order to keep the
computer secure and to define more control over the computer.
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;‘g 6.9 EXERCISES

EXERCISE

True or False

1.

10.

26

NTFS permissions can be used on all file systems available
with Windows XP Professional.

Only the administrator with Full Control permissions can
assign NTFS Permission to users and group to control
access to the files and folders.

Read, Write, Read & Execute, Modify and Full Control is
the NTFS File Permissions.

File permission can be assigned to the users to control
access the folders.

By default, files and folders inherit permissions from their
parent folders.

Read folder permissions allow you to delete the folder.

Group Policy is applied to specific computers that are
members of a workgroup.

A logon right is a user right to a group or individual user
account.

Account policy is a policy that controls the password
requirements and how the system responds to invalid logon
attempts.

Privilege controls the way users logging to a system such as
the right to log on to a system locally.

True o

True o

True o

True o

True o

True o

True o

True o

True o

True o

False o

False o

False o
False o
False o

False o

False o
False o

False o

False o

COSMOPOANT



NTFS Permissions and Security Setting

Fill in the Blanks

1. is used to specify which users and groups can access files and
folders.

2. The NTES file permissions are

3. permissions can view the files attributes, ownership and
permissions.

4. applies all permissions to the user or group.

5. allow the members of the group to which it is assigned to

perform a specific task.

Multiple Choice Questions

1. Which of the following statements correctly describe NTFS file and folder permissions?

A. NTES specify which users can gain access to the files and folders.

B. Only NTFS volume can performs he NTFS permissions.

C. NTEFS security is effective when users gain access to the files and folders on the
local computer.

D. NTEFS file and folders permissions are Read, Write, Read & Execute, Modify and
Full Control.

2. Which of the following users or groups can assign permissions to user accounts and
groups? Choose all that apply.

A. Administrators

B. Permissions

C. Users with Full Control permission
D. Owners of files and folders

3. Which of the following correctly describe take ownership of files and folders? Choose all
that apply.

A. The file owner, an administrator or users with Full Control permissions can assign
the Take Ownership permissions.

B. Permissions every file and folders on an NTFS volume has an owner who controls

how permissions are set on the file and folders and to whom permissions are

granted.

Take ownership is suitable to be applied when employee leaves the company.

When a user creates a file, that user automatically becomes the file’s owner.

o a
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4. What are your opinions to describe about user rights? Choose all that apply.

The system time can be changed if you have logon rights.

All users can assign specific rights to group or individual user accounts.

There are two types of user rights: privilege and logon rights.

It is recommended that you assign user rights only to groups, not to the individual
user accounts.

oSOwp>

5. What can be done by account policy? Choose all that apply.

Allow or deny through the Terminal Services.

Shut down the computer.

Enforce password history.

Specifies how long logon attempts are denied after a lockout.

oSOwp>

Subjective Questions

1. Define between file permission and folder permissions?
2. What are the permissions for the folder permissions?

3. By default, what inherits the permissions that you assign to the parent folder?

4. Based on the exercise below, apply your skill on configuring NTFS permission.

a) Planning and Assigning NTFS Permissions

b) Determining the Default NTFS Permissions for a Folder
c) Testing the Folder Permissions for the Exercise Folder
d) Assigning NTFS Permissions

e) Taking Ownership of a File

a) Planning and Assigning NTFS Permissions

1. Log on with an account that is a member of the Administrators group and create the
Limited users listed in the following table.

User Account Type
Userl Limited
User2 Limited

2. Create the following folders:
= (C:\Exercise
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b) Determining the Default NTFS Permissions for a Folder

In this exercise, you determine the default NTFS permissions for the newly created
Exercise folder located on a computer running Windows XP Professional in a workgroup

environment.

1. Log on with a user account that is a member of the Administrators group.

2. On the Start menu, right-click My Computer, and then click Explore.

3. Expand Local Disk (C:), right-click the Exercise folder, and then click Properties.

4. In the Exercise Properties dialog box, on the Security tab, note the default groups

and users that have permissions for the Exercise folder.
5. Click each user and group in the Group or user names list, note the default
permissions assigned to each.
6. What are the existing folder permissions?
7. Click OK to close the Exercise Properties dialog box.
8. Close Windows Explorer and log off.

¢) Testing the Folder Permissions for the Exercise Folder

1. Logon as Userl, and then start Windows Explorer.

2. Expand the Exercise folder.

3. In the Exercise folder, create a text document named Exercisel and type in the
following text: The first four letters in the alphabet are a, b, ¢, and d.

4. Were you successful? Why or why not?

5. Attempt to perform the following tasks for the file that you just created:
=  Open the file
= Modify the file
= Delete the file

6. Were you able to complete all of these tasks and why?

7. In the Exercise folder, re-create the text file named Exercisel.
Log off Windows XP Professional.
9. Log on as User2 and attempt to perform the following tasks on the Exercisel text
document:
=  Open the file
= Modify the file
= Delete the file
10. Which tasks were you able to perform and why?

*

COSMOPOANT 29



CLIENT OPERATING SYSTEM

30

d)

Assigning NTFS Permissions

In this exercise, you assign NTFS permissions for the Exercise folder. The permissions
that you assign are to be based on the following criteria:

Nownk

10.

11

13.

14.
15.
16.
17.

= All users should be able to read documents and files in the Exercise folder.

= All users should be able to create documents in the Exercise folder.

= All users should be able to modify the contents, properties, and permissions of
the documents that they create in the Exercise folder.

= User2 is responsible for maintaining the Exercise folder and should be able to
modify and delete all files in the Exercise folder.

. What changes in permission assignments do you need to make to meet each of these

four criteria? Why?

You are currently logged on as User2. Can you change the permissions assigned to
User2 while logged on as User2? Why or why not?

Log on with a user account that is a member of the Administrators group, and then
start Windows Explorer.

Expand the Exercise folder.

Right-click the Exercise folder and then click Properties.

In the Properties dialog box for the folder, on the Security tab, click Add.

In the Select Users or Groups dialog box, in the Enter the object names to select
text box, type User2, and then click Check Names.

Computer name\User2 should now appear in the Enter the object names to select
text box, indicating that Windows XP Professional located User2 on the computer
and it is a valid user account. Click OK to close the Select Users or Groups dialog
box.

User2 now appears in the Group or user names box in the Exercise Properties
dialog box. Click User2 and note the assigned permissions.

Which permissions are assigned to User2?

. Click Advanced.
12.

In the Advanced Security Settings for Exercise dialog box, ensure that User2 is
selected, and then click Edit.

In the Permission Entry for Exercise dialog box (with User2 displayed in the Name
text box), in the Allow column, click Full Control.

Click OK to close the Permission Entry for Exercise dialog box.

Click OK to close the Advanced Security Settings for Exercise dialog box.

Click OK to close the Exercise Properties dialog box.

Close Explorer and log off Windows XP Professional.
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e) Taking Ownership of a File

In this exercise, you observe the effects of taking ownership of a file. To do this, you must
determine permissions for a file, assign the Take Ownership permission to a user account,
and then take ownership as that user.

To determine the permissions for a file:

1. Log on with a user account that is a member of the Administrators group, and then
start Windows Explorer.

2. Open Exercise folder.

Right-click Exercise in Exercise folder and then click Properties.

4. In the Exercise Properties dialog box, click the Security tab. Note the permissions

for the Exercise file.

Click Advanced.

6. Inthe Advanced Security Settings for Exercisel dialog box, on the Owner tab, note
the current owner of the file.

7. Who is the current owner of the Exercisel file?

[99)

9]

To assign permission to a user to take ownership:

1. Inthe Advanced Security Settings for Exercise dialog box, on the Permissions tab,
click Add.

2. In the Select User or Group dialog box, in the Enter the object name to select text
box, type Userl, and then click Check Names.

3. Userl should now appear in the Enter the object name to select text box, indicating
that Windows XP Professional located Userl on the computer and it is a valid user
account. Click OK.

4. In the Permission Entry for Exercise dialog box, notice that all the permission
entries for Userl are blank.

5. Under Permissions, select the Allow check box next to Take Ownership, and then
click OK.

6. In the Advanced Security Settings for Exercisel dialog box, click OK to return to
the Exercisel Properties dialog box.

7. Click OK to apply your changes and close the Exercisel Properties dialog box.
Close Windows Explorer, and then log off Windows XP Professional.

To take ownership of a file:

Log on as Userl1, and then start Windows Explorer.

Select the Exercise folder.

Right-click Exercisel and then click Properties.

In the Exercisel Properties dialog box, on the Security tab click Advanced.

In the Advanced Security Settings for Exercisel dialog box, on the Owner tab, in
the Change Owner To list, select Userl, and then click Apply.

6. Who is now the owner of the OWNER file?

Nk W=

7. Click OK to close the Advanced Security Settings for Exercisel dialog box.
8. Click OK to close the Exercisel Properties dialog box.
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